
We are at the start of a computing revolution that will  
change how we live, conduct business and run governments.
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our world, our enterprises and our lives  
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All strategy 
is digital 

TECHNOLOGY.NXT | EXECUTIVE SUMMARY

The digital world is at a tipping point. Rates of change in technology 

and business are outstripping our ability to comprehend them. Never 

before have so many new technologies and paradigms converged  

at the same time. As IT and business strategy intersect, traditional  

assumptions about forecasting, planning and competitive advantage 

are going out the window, forcing companies to rethink all that they do.
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We believe Moore’s Law will reach the end 

of its useful life within the next few years. 

Even with recent advances in nanoscale and 

3D chip design, integrated circuits have little 

room left for improvement.

The future belongs to the fast, and the 

rules that have governed computing 

for the last 60 years will have to be 

broken to keep up. Ninety percent of 

all the information produced by the 

human race has been created in the 

last three years. This trend accelerates 

as the volume of data generated by 

machines talking to other machines 

increases exponentially.

The digital economy is becoming a 

major consumer of planetary resources. 

But it’s not just a sustainability issue. 

We believe Moore’s Law will reach the 

end of its useful life within the next 

few years. Even with recent advances 

in nanoscale and 3D chip design, 

integrated circuits have little room 

left for improvement. Meanwhile, 

global data volumes are expected  

to double every two years for the 

foreseeable future. Traditional 

computing technologies simply can’t 

cope with this exploding demand, 

particularly given limited supplies  

of affordable energy.

Across industry and academia, 

researchers are working on new 

technologies that can scale to handle 

the data processing demands of the 

future in an energy-efficient manner. 

The rise of edge computing will move 

core computational tasks out of data 

centers to the vast range of devices in 

the emerging Internet of Things (IoT). 

Memory-driven computing will collapse 

the traditional distinction between 

memory and storage to create what 

we call universal memory. With this 

technology, we will be able to manipulate 

massive data sets in ways that are 

impossible using today’s technology. 

Photonics research is focused on 

replacing the copper-based electrical 

connections used inside today’s 

computers with optical communication 

links, using micrometer-scale lasers on 

microchips to convert electrical signals 

to light, and back again. (Photonic 

data transmission offers far more 

data throughput than copper, but  

historically has made economic 

sense for transmissions covering 

only several kilometers or more.)  

Further ahead, optical processing 

technology promises to revolutionize 

computation itself by replacing 

energy-hungry electronic transistors 

with photonic circuits. 

Today, neural network technology 

enables computers to emulate human 

cognitive skills, like image and pattern 

recognition. In the years to come,  

neuromorphic computing research 

will yield technology that works like 

the brain and matches the brain’s 

extraordinary energy efficiency. 

Working at the intersection of  

computer science and particle 

physics, meanwhile, researchers are 

exploiting quantum effects to create 

even more powerful and efficient 

ways to extract insight from data. 

While true quantum and neuromorphic 

computers are at least a decade away, 

hybrid architectures that incorporate 

quantum and neuromorphic elements 

will likely come sooner. 

What does it all add up to? With  

so many technologies and drivers 

converging at one time, no one 

answer will suffice. However, we are 

clearly on the verge of a computing 

revolution that will change how we  

live, conduct business and run our 

governments. Here are just a few 

things to expect in the coming years:
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Humans and machines will renegotiate their relationship. 
With the rise of machine intelligence, leaders will manage 

workforces that are part human, part machine. Learning how 

to best capitalize on the types of intelligence each brings to 

the table will be the key to success.

The boundaries between real and virtual worlds will blur.  
Where the virtual meets the real, we have augmented reality, 

a hybrid world that creates new possibilities for customer 

experiences and worker productivity. We will interact with 

our computers — and they will respond — in ways previously 

possible only in the realm of make-believe. 

Security will take center stage. 
As companies, consumers and individuals, we are rapidly losing 

sight of where our data resides, who owns it and how it gets 

used. In the age of smart machines in constant communication, 

security can no longer be a bolt-on afterthought. Going 

forward, security will become more dynamic and predictive. 

Effective security paradigms will resemble biological immune 

systems more than walled fortresses.

Everything will compute.  
Manufacturing will increasingly be enabled by 3D printing, 

advanced analytics and the IoT. Manufacturers will create  

customized products made in local hubs using designer  

materials whose properties allow for super strength, flexibility, 

heat resistance — you name it. Or rather, your customer does. 

Taken together, these trends reveal three key insights for  

enterprise leaders:

1.  Focus is everything. Future computing platforms will 

handle data sets and analytics that we can barely imagine 

today. As the rate of business and technological change 

accelerates, companies will need to trim peripheral 

activities ruthlessly in order to focus on the partnerships, 

alliances and acquisitions that create real value. 

2.   It’s all about the ecosystem. As industries transform, 

production will increasingly be distributed across broad 

ecosystems of specialized digital players. Now would be 

a good time to optimize your manufacturing and supply 

chain for customized production in real time. If you’re in 

a services industry, invest in deepening your core IP and 

developing a flexible ecosystem to provide contextual 

services around your core.

3.  Human intelligence matters more than ever. As 

machines perform more of the work of today’s data 

scientists, humans will be prized for their ability to create 

value by synthesizing insights across disciplines. Companies 

will hire not just STEM graduates but also humanists 

steeped in design thinking and the liberal arts. 
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MACHINE

Machines and humans renegotiate  
their relationship.
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The end  
of Big Data

In the words of Jaap Suermondt, director of the  

Software and Analytics Lab at Hewlett Packard Labs: 

“Big Data is big dated.”

Mobility and e-commerce have contributed to the  

deluge of information. Customers expect transactions 

to be completed in milliseconds, while the companies 

selling them products and services expect to be able  

to parse consumer data rapidly.

But data is not finished growing. As the IoT scales, we’ll 

need new language to evoke the explosive growth in 

global data volumes — Gargantuan Data, Mongo Data,  

Beaucoup Data. Where does it end? Infinite Data?

Big Data has become so large 
that it isn’t even big anymore.  
We just call it data. 
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In-memory technologies allow fast access 

to a wealth of data, which in turn enables 

cost-effective real-time analytics at scale.

Mining the Deluge 

With this avalanche of data comes the need for businesses to 

analyze it — all of it — for competitive advantage. A global 

concrete construction company in Ohio uses analytics to align 

its prices with local markets. City officials in Buffalo, N.Y., use 

analytics to analyze unstructured data generated  

by resident calls. The insights mined help determine  

immediate service needs in various neighborhoods, making 

city teams more responsive. Analytics help banks detect 

fraud quickly. Utilities monitor power grids. And airlines route 

flights efficiently. 

Companies can invest in descriptive analytics, which interpret 

what has already happened. Or, they can take it one step 

further with predictive analytics, which explains what  

will happen if they stay the course. Prescriptive analytics can 

tell executive teams where they should be headed or what 

they could be doing to improve key performance indicators 

(KPIs). The smarter the systems are, the closer we can reach 

true next-generation analytics.

In the future, expect customer behavioral analytics to 

become so targeted that buying happens seamlessly, with 

the right products and services almost effortlessly within reach 

of a customer’s fingertips. Medicine will become personalized, 

with patients being able to take just one customized pill per 

day rather than a multitude. And drug formulas may vary 

by individual, aiming for maximum efficacy based on each 

patient’s biochemistry. 
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D A T A  T A K E S  O V E R

In 2013, the world generated 4.5  
zettabytes of data, and that number  
is expected to skyrocket to 180  
zettabytes by 2025. That’s an  
increase of nearly 4,000 percent  
in little more than a decade.

202520202013

180444.5
ZETTABYTESZETTABYTESZETTABYTES

Source: IDC.

13



Traditionally, if data needed to be analyzed, it was 

exported from a transactional database to another 

platform for fast analysis that did not affect overall system 

performance. In-memory computing allows you to pull 

entire databases of information into the memory “space.” 

As a result, you can examine all the data at once, apply 

various analytics to the same data quickly, and analyze 

data across broader time spans. 

With universal, non-volatile memory we’ll be able to 

analyze information volumes that dwarf today’s in-memory 

databases. In-memory technologies allow fast access to  

a wealth of data, which in turn enable cost-effective 

real-time analytics at scale. This will be a prime competitive 

advantage in an age of relentless customer demands for 

speed and customization. 

Data for Everyone 
Pundits call it the democratization of data, as lower 

memory and storage costs allow businesses of all sizes  

to glean competitive advantage from customer and 

machine-generated data. Today, even small businesses can 

access powerful analytic tools delivered as a service via 

cloud providers. For example, HANA from SAP provides 

in-memory analytics via the cloud. HPE Haven on Demand 

is a cloud-based platform that delivers applied machine 

learning capabilities for developers. 

Another promising approach is to embed advanced  

analytics at the processor level inside PCs. For example, 

Sisense has developed technology that optimizes modern 

CPUs to enable analytics within a stand-alone PC that 

formerly would have needed external infrastructure and 

Analytics  
in memory
Analytics is taking off in part because of in-memory computing 
technologies. The more data you can fit in memory, the more  
and/or better analytics you can perform.
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resources. When tested with Intel’s newly released sixth-  

generation Core vPro processor, Sisense delivered a  

300 percent improvement in speed over older chips.

Columnar databases are an important complement to  

these two approaches. A columnar database can scale  

up well beyond the limits of most in-memory databases, 

yet can scale out across industry-standard servers, yielding 

blindingly fast queries at attractive economics  

due to efficient algorithms and compression capabilities. 

One of the pioneers of columnar databases, MIT adjunct 

professor Michael Stonebraker, cofounded Vertica Systems, 

an analytic database management platform that is now  

an HPE business. 

Today, even small businesses 

can access powerful analytic 

tools delivered as a service 

via cloud providers.
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If Microsoft co-founder Bill Gates had it to do over, he 

would be hacking biology. “If you want to change the world 

in some big way, that’s where you should start — biological 

molecules,” he told Wired magazine.

Thanks to exponential improvements in computing  

power, biologists are nearing breakthrough discoveries  

in medicine. Researchers are seeking cancer cures by  

manipulating genetic code in the the same way that 

software developers manipulate computer code. 

To tackle malnutrition in Third World countries, scientists  

are developing biotech-fueled crops that address vitamin 

deficiencies. CRISPR, a gene editing technique that enables 

scientists to effectively rewrite the double helix code of 

DNA, is providing successful treatments for HIV. Biology 

and technology have melded to create a biotechnology 

field that is growing exponentially. In 2015, biotech ranked 

second only to software in total investment dollars. In the 

fourth quarter alone, $1.5 billion flowed into the sector.

H A C K I N G  B I O L O G Y

Tomorrow’s computers will open up new horizons in medicine.
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As the market grows, so does the data generated by  

efforts such as genome sequencing. In the early 1990s, 

supercomputers could model a single protein, made up  

of 10,000 atoms. Now, they can model entire viruses  

that contain hundreds of millions of atoms.

But with Moore’s Law reaching its limits, and with many 

projects requiring more than 250 terabytes for analysis 

alone, technologists are investigating new ways to store 

and process the massive amounts of data that fuel  

biotech efforts.

Need Fuels Invention 

Biotech is playing an increasingly important role in fields 

beyond medicine. Professional sports teams use biometric 

sensors that monitor specific muscles and joints to track 

how athletes are recovering from an injury. Airlines use 

similar sensors to measure the productivity of baggage 

handlers and monitor their well-being. Since 2002, farmers 

in India have grown genetically modified cotton strains that 

include bug-killing proteins. As a result, India is now the 

world’s largest producer and exporter of cotton. 

Biotech offers a potentially revolutionary solution to  

disease outbreaks like the mosquito-borne Zika virus, which 

affected more than 30 nations in a matter of weeks in 

2015. Step one is uploading the genetic code to computers 

and manipulating it. In step two, scientists “download” the 

modified code into the disease carriers.

Companies like Britain’s Oxitec hope to make  

mosquito-borne diseases obsolete. Oxitec researchers  

have developed a genetic kill switch for Aedes aegyypti 

mosquitoes, which carry Zika and dengue. The kill switch 

allows the mosquitoes to live only if they are fed. If the  

drug is removed, the mosquito dies. When the mosquito 

mates, its offspring inherit the kill switch. 

Using this technique to reprogram a single mosquito out of 

10,000 would cause 100 percent of them to carry the new 

trait within 16 generations. The entire population could be 

reprogrammed within months, according to biologist Kevin 

Esvelt of the Wyss Institute for Biologically Inspired  

Engineering at Harvard University.

17



Wanted: Data Scientists 
Don’t believe all the hype about data  

democratization. Despite the rise of 

DIY data management, organizations 

still need experts to extract useful  

insights from vast volumes of  

information. That talent is in short 

supply at the moment. A recent  

Forrester report found that “huge 

demand” for data scientists will not be 

met in the short term, “even as more 

degree programs launch globally.”

In the near future, virtual and 

augmented reality technology will 

allow data scientists to literally be 

“in” the data. Instead of interacting 

with charts and tables via a mouse 

and keyboard, we will be touching, 

hearing and swiping data. 

As machines increasingly do the work 

of today’s data scientists, humans will 

be prized for their ability to create 

value by synthesizing insights across 

multiple disciplines. Companies will 

need to hire not only STEM graduates, 

but also humanists steeped in  

design thinking and a robust liberal 

arts background. 

TECHNOLOGY.NXT | SECTION 01: MACHINE INTELLIGENCE

Think gaming graphics 

with real-world  

interaction scenarios.  

In the near future,  

virtual and augmented 

reality technology will 

allow data scientists to  

literally be “in” the data.

UNIT SALES OF HEAD-MOUNTED DISPLAYS ARE  
EXPECTED TO DOUBLE IN THE NEXT FEW YEARS.

Source: VR Headset Sales Forecasts and Market Penetration 2014 – 2018, Kzer Worldwide.
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D IY  DATA M ANAG EM ENT

Self-service data preparation is a growing  

market. Currently, data scientists spend up  

to 80 percent of their time shaping data.  

Going forward, expect to see self-service data 

taken up by technically competent users in 

the business simply due to need. Numerous 

self-service analytics apps are already  

emerging to fill this need.

Today, business decision-makers tend to 

be separate from data managers in the IT 

department. In the near future, executives 

throughout the enterprise will use self-service 

apps to explore their data, while data  

scientists help synthesize the resulting  

insights. Given the accelerating pace of global 

business, it makes sense to put line-of-business 

data users in the driver’s seat for most tasks, 

and bring in data scientists for the most  

strategic and complex projects.
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Big Data Meets Healthcare 
Imagine this: By the time you get 

to the doctor, he or she has all your 

information since your past checkup. 

Your personal fitness monitor has  

revealed that you are exercising 

more, constantly downloading your 

workout miles into your personal data 

set. The sensors in your mattress 

indicate you are sleeping better;  

the new medicine is working. 

Your doctor asks whether you’ve  

experienced any neuropathy. You 

nod. Patients taking that medicine 

with your similar genomic makeup 

are reporting problems, according to  

the alert the doctor received when 

The sensors in your mattress indicate you are 

sleeping better; the new medicine is working.

she called up your chart just prior to 

your appointment.

There is no area where analytics can 

have a more personal impact than in 

the field of healthcare. Our current 

system is awash with information, 

much of it unconnected or in forms 

that can’t be readily accessed due to 

technological limitations and privacy 

concerns. The result is that huge 

volumes of potentially useful patient 

data don’t get deployed to cure the 

sick and keep us healthy.

We are quickly entering the era of 

personalized medicine. Each of us has 

a unique genomic code. Increasingly, 

physicians are using genetic data 

to identify optimal treatments for 

many diseases, from cancer to heart 

disease. But the potential of genomics 

goes far beyond treatment.

By analyzing our DNA and comparing 

it with millions of other genomes,  

researchers will be able to identify 

steps that patients can take to 

prevent disease. The analytics 

complement medical science,  

enabling researchers to concentrate 

on the most promising information. 

That approach saves time and lives. 
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2X
Companies using 

advanced analytics are  
two times as likely to be  

top-quartile financial  
performers. 

364 
Million

The number of unnecessary 
miles UPS has avoided driving 

using ORION analytics —  
enough to drive around  
the Earth 14,617 times.

2018
The year by which more than 

half of all organizations globally 
will compete using advanced 

analytics and proprietary  
algorithms — disrupting  

entire industries.Source: Bain & Company.

Source: UPS.

Source: Gartner.
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Smart machines: 
friend or foe?

Every day your self-driving vehicle could “learn” the best route home to 

avoid traffic. Using biometrics, it might even be able to sense your mood 

and react by streaming appropriate music to your car’s audio system. 

Knowledge workers of the world, watch 

out. You will soon face heightened 

competition for your job. What this 

new rival lacks in social savvy, it makes 

up for in sheer power. It improves with 

every interaction. It will be smarter than 

you, faster than you and able to work 

around the clock. It does not need food, 

water or sleep. Welcome to the age of 

smart machines.

A science fiction tale? Not at all. By 

2018, Gartner predicts that smart 

machines will outnumber human 

employees at 50 percent of the  

fastest growing companies.

Machine cognition is the synthesis  

of multiple evolving technologies:  

data analytics, mobility, data center  

infrastructure and the IoT. Machine 

cognition is poised to take off due 

to explosive growth in data volumes, 

coupled with new IT infrastructures 

that can support advanced analytics  

at scale. 

In one example, cognitive systems act 

as the engine for artificial intelligence 

(AI). First, the system takes in massive 

amounts of data. Then it finds and 

assesses connections or patterns. Next, 

it provides answers or advice based 

on those patterns. And last, it adapts, 

improves and learns in real time as 

new data arrives. It might enhance 

operating room scheduling, advise on 

retirement planning or re-route fleets 

after a natural disaster.

A cognitive system is any artificial 

system that is capable of learning and 

comprehending. It may be built on a 

neural network that runs machine or 

deep-learning algorithms, or it may use 

neuromorphic chips as its hardware — 

or all of the above. Cognitive systems 

can get their data from any number of 

sources, including sensors, streaming 

biometrics, computer vision tech, data 

feeds and so on. In the future, robots 

and drones will themselves be cognitive 

systems — i.e., thinking and learning 

systems with arms, legs and wings. 

The problem is that if we used traditional 

computing systems to process all the 

real-time data required in cognitive 

computing, energy use would skyrocket. 

That wouldn’t be good for the bottom 

line or the planet. As a result, future 

cognitive systems will need to be  

extremely energy efficient.  
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One particularly promising research  

area is neuromorphic computing  

architectures modeled on biological 

brains. The human brain is a massively 

parallel computer that performs a 

broad range of sophisticated cognitive 

tasks using roughly the same amount 

of electricity as a dim light bulb (20 

watts). By contrast, supercomputers and 

cloud data centers consume megawatts 

of power, much of it generated from 

non-renewable sources.

Today’s leading cloud and search players 

use massive neural networks running on 

high-performance computing clusters in 

cloud data centers. These networks run 

the deep learning algorithms that power 

personal assistants like Apple’s Siri, 

Microsoft’s Cortana and Amazon’s Echo. 

As computing moves beyond Moore’s 

Law, increasingly powerful and  

energy-efficient IT infrastructures  

will power evermore sophisticated 

cognitive systems.

The best is yet to come. A cognitive 

system could track a patient’s vital signs 

and learn to adjust dosages of medicine 

or flag problems early. Every day your 

self-driving vehicle could “learn” the best 

route home. Using biometrics, it might 

even be able to sense your mood and 

ask if you would like a warm bath or a 

roaring fire in the fireplace awaiting you 

at home. It could then send instructions 

to your smart home system to make 

that happen. 
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Cognitive systems offer rewards. 
And also risks. 

G O  T I M E

24



W O R L D W I D E  C O G N I T I V E  
S O F T W A R E  F O R E C A S T 
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Cognitive
Source: IDC.

In early 2016, Lee Sedol, the world’s Go champion, pitted 

his talents against Google DeepMind’s artificial intelligence 

program, AlphaGo. Go is an abstract war simulation game 

that originated in China more than 2,500 years ago. It is 

exponentially more complex than chess: The number of 

legal board positions exceeds the number of atoms in the 

known universe.

In a previous match, AlphaGo beat European Go champion 

Fan Hui in three out of five games. AlphaGo learned from 

that match and went on to trounce Sodol by a margin of  

four games to one. Going forward, we can expect AlphaGo  

to become an even more formidable player by applying 

learnings from the Sodol match.

Beyond ancient war games, cognitive systems could  

potentially change business and society for the better. Nestlé 

is currently using a robot named Pepper to sell espresso 

machines at physical stores. Developed by the Japanese 

company Softbank, Pepper understands natural spoken 

language. The American Cancer Society uses cognitive  

algorithms to sort through 14,000 pages of information  

on more than 70 cancer topics to offer the best advice 

to patients and caregivers and serve as a clinical decision 

support tool for doctors.

Much of the progress is happening in the cloud service 

arena, with companies such as Microsoft, Amazon and IBM 

ramping up application program interface (API) tools that 
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developers can use to quickly add 

cognitive capabilities to their apps. 

Hewlett Packard Enterprise offers  

Haven onDemand, a set of 60 

machine-learning APIs that run on 

Microsoft’s Azure cloud. Haven  

onDemand provides “applied machine 

learning.” For example, let’s say you 

want to incorporate facial recognition 

in your new app. Rather than  

laboriously coding a custom facial- 

recognition algorithm, you would 

simply point the relevant API to  

the photos you want analyzed. 

Meanwhile, Google, Apple, Uber 

and others are applying cognitive 

“I think there’s a potential there if we seize 

the opportunity to be relieved from everyday 

mundane things to do things that are more 

impactful and really more human, more  

intelligent, more creative. Whether or not we 

will seize the day, as they say, is a question  

to be answered.”

LYNNE PARKER, DIRECTOR OF THE NATIONAL SCIENCE FOUNDATION’S INFORMATION 
AND INTELLIGENT SYSTEMS DIVISION (QUOTED IN BUSINESS INSIDER).

technology to build self-driving cars 

that will be unlikely to cause a crash, 

regardless of the skill or condition of 

the driver. The recent death of an 

American Tesla owner whose autopilot 

system malfunctioned confirmed that 

autonomous vehicle technology is not 

yet ready for prime time. But as the 

technology improves, self-driving cars 

could prevent hundreds of thousands 

of traffic fatalities.

Cognitive systems may be a boon  

and a potential pitfall all in one. The 

difference between the two lies in 

how wisely we decide to design and 

implement them going forward. 
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“If you had a system that could read 

all the pages and understand the 

context instead of just throwing 

back 26 million pages to answer 

your query, that kind of program 

could actually answer the questions 

asked. It’ll be like if you asked a 

real question and got an answer 

from a person who had really read 

all those millions and millions and 

billions of pages and understood 

them and been able to synthesize 

all that information.”

STUART RUSSELL, COMPUTER SCIENTIST AT UC BERKELEY 
(QUOTED IN BUSINESS INSIDER).

AI  TO THE RES CU E

Artificial intelligence promises to transform  

the nature of work by taking over many  

repetitive tasks, freeing humans to think  

broadly and creatively.
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The  
experience 
economy
H O W  D I G I T I Z A T I O N  

I S  C H A N G I N G  

C U S T O M E R  

E X P E C T A T I O N S
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The  
experience 
economy

Increasingly, consumers aren’t buying products and 

services. They want experiences. That’s why Adobe CEO 

Shantanu Narayen says that his company is “no longer in 

the business of selling products; we’re in the business of 

selling experiences.” 

Adobe is not alone. The Israeli start-up Consumer Physics 

has created SCiO, a pocket molecular sensor that can scan 

items such as food, medicine and plants to determine their 

makeup. For instance, a consumer could scan her dinner 

entrée for nutritional value, reading the analysis on her  

smartphone. It is not just a sensor; it becomes instead  

a tool to help foster a healthy lifestyle.

To create these experiences, companies are forming  

ecosystems that span industries. Healthcare systems 

invest in start-up companies that provide the latest biotech 

innovations for their patients’ continued health. Automakers 

ally with infotainment and utilities companies to provide a 

delightful in-car experience that also allows drivers to  

have the gas fireplace roaring and the house at a toasty  

temperature when they arrive home from work. 

You need to look no further than Apple’s iPhone to see how fast brilliantly 
written software presented on a beautifully designed device with a  
spectacular user interface will throw all the accepted notions about  
pricing, billing platforms and brand loyalty right out the window.
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Designing successful experiences starts with the goal of 

creating a better solution for customers, also known as 

design thinking. Reaching that goal typically requires rapid 

cycles of experimentation including prototyping and user 

testing over iterations. To do this in an era when products, 

services and experiences are progressively digitized, you 

need an agile technology foundation that enables rapid 

customization and continuous delivery.

With the advent of infrastructure as code, compute, storage 

and fabric are increasingly available as single resource 

pools that can be instantly configured according to the 

specific needs of each individual application. Composable 

infrastructure enables companies to create agile systems 

on the fly, customizing hardware and software to meet their 

ever-changing needs. 

MICRO SERVICES ARCHITECTURE

Microservice-based software replaces clunky and 

inflexible architectures with distributed applications. 

These apps comprise smaller, independent processes 

that communicate with each other using language- 

agnostic protocols. The decoupled services provide  

rapid cycle times, selective scaling of application  

components and platform-agnostic development. Today, 

most cloud-native applications are built using scalable, 

distributed architectures based on microservices.
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The “so what” in these developments is that software 

has become modular as the pace of business has 

increased. It had to in order to meet the new speed 

requirements for true business agility. One mobile 

application, composed of multiple microservices, means 

developers can change one aspect of an app without 

having to bring down the entire app. Microservices 

architecture allows enables IT as a Service (ITaaS)  

to happen.
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S OFT WARE EAT S WOR LD

The age of software has arrived. As more 

of a company’s products, services, 

customer experience and core operations 

are delivered via software, the infrastructure 

that powers that software must also 

become software powered to meet both 

agility and cost-performance requirements. 

In the words of tech investor (and HPE 

board member) Marc Andreessen: 

“Software is eating the world.”

Aided by technology such as microservices 

and containers, enterprises will no longer 

need to swap out entire machines just 

because certain components need an 

update. At HPE, we believe we can 

reduce overprovisioning by 60 percent 

and beyond when the provisioning, 

management and operation of an entire 

infrastructure is automated by software. 

In industry after industry, software is the 

key to disruptive change. For example, 

Tesla was the first car manufacturer to 

provide over-the-air software updates. 

This disruption changed consumer 

expectations about car operation and 

repair. As a result, other automakers are 

now experimenting with similar technologies.
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DISRUPTIVE TO OTHBRU SHES

Like many of its competitors, Beam Dental sells connected, or “smart”, toothbrushes. 

The difference is that the Ohio company’s version comes with dental insurance and  

a subscription for floss, toothpaste and brush heads — all delivered to the consumer’s 

doorstep every three months. The company uses analytic insights to optimize its 

insurance premiums and offer insurance at prices that are difficult to match.

Beam Dental sells a quality product wrapped in an experience that takes the hassle 

out of multiple tasks, combining them into one very simple purchase. Beam doesn’t 

try to take on the giants of the toothbrush industry. Instead, it competes in the dental 

insurance market, where it has competitive advantage because of the consumer data 

collected by the toothbrush and an associated app. 

TECHNOLOGY.NXT | SECTION 01: MACHINE INTELLIGENCE3232



P RODUCTIVIT Y VER SU S JOBS

In a recent MIT Technology Review article, Erik Brynjolfsson 

and Andrew McAfee argued that digital technologies have 

boosted productivity without contributing significantly to U.S. 

job growth. Since 2000, the gap between productivity and 

private-sector employment has continued to widen in the U.S. 

Yet during this period, two out of three of the fastest-growing 

job categories were for software engineers, according to the 

same article. Not surprisingly, bookkeepers and secretaries 

were two of the most vulnerable jobs, reflecting the rise of 

accounting software and personal digital assistants.

 

25%
The percentage of traditional  
IT operations job titles that  

software-defined infrastructure and  
the cloud will eliminate by 2019

$164.29B
Size of the global SaaS market by  

year-end 2022, up from $23.88B in 2014

Source: IDC.

Source: Transparency Market Research.
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With the rise of advanced analytics and cognitive systems, 

humans and machines are renegotiating their relationship.  

Automated and intelligent machines are finding a new world 

of insights in exploding data volumes. We are seeing the  

impact of this data revolution in many fields, from medicine  

to manufacturing. Data scientists, already in short supply,  

will be a hot labor commodity as enterprises struggle to  

manage and parse their data. However, as smart machines  

increasingly handle routine analytic tasks, human analysts  

will be prized for their ability to create value by synthesizing 

insights across disciplines.

Machine Intelligence

01

34 TECHNOLOGY.NXT | SECTION 01: MACHINE INTELLIGENCE

N O W  
T O  
N E X T 

To learn how the proliferation of data impacts people’s everyday lives, read  
section two, “Crowdsourcing the Government,” in our Citizen.nxt report.

34

https://www.hpe.com/h20195/V2/GetDocument.aspx?docname=4AA6-6399ENW


Are you investing adequately in data management, analytics 

and data scientists?

Is your organization optimized to extract useful insights from all  

the data that you gather? 

How can you better use data to create exceptional experiences for 

your customers?

Next: Here are a few questions for enterprise leaders to answer.
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VIRTUAL
REALITY

GETS REAL

VR and AR technology is finally maturing, 
transforming consumer experiences and  
creating new opportunities for enterprises.

SHARE THIS WITH YOUR NETWORK
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Ready for 
liftoff
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VR adoption in gaming, business and 

education has been limited by the 

underlying technology. In recent years,  

core VR infrastructure development 

seemed to reach a plateau. Processors 

started to hit natural performance 

limits. Graphics cards saw only small, 

incremental gains. Screen resolution 

upgrades of 20 percent elicited 

yawns from consumers.

All that is changing. Advanced 

graphics cards, now in production, will 

enable the high refresh rates required 

for a seamless user experience. 

High-resolution screens, currently  

on the drawing board, have the 

processing power to allow simultaneous  

user movement to be reflected in  

alternate reality. As consumer 

demand for mobility grows, mobile 

graphics chips are being designed  

for mass VR consumption.

In addition, 3D printing may get a 

boost as VR companies start producing 

their components via this method. For 

example, Visualise’s Penta Rig camera, 

essentially seven fisheye cameras 

formed into a ball, is used to film 

immersive virtual reality scenes.  

A New York company uses 3D  

printers to manufacture them at a 

cost of more than $8,000 per camera. 

That price should come down as 

volume increases.

We are also seeing the rise of  

augmented reality (AR), which involves 

superimposing computer-generated 

images into the real world. Indeed, 

who could miss the meteoric rise 

of Pokémon Go, a mobile AR game 

that was downloaded more than 100 

million times soon after its release in 

The virtual reality (VR) market is growing so fast, you might 
think its skyrocketing growth was a narrative theme in one  
of its imagined worlds. Business Wire predicts that VR sales 
will reach $105 billion by 2020, a 67 percent compound  
annual growth rate. By 2018, analysts forecast more than 
170 million global active users of consumer VRO.
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July 2016, driving Nintendo’s market 

capitalization above Sony’s in a matter 

of days.

When you combine AR with the IoT, 

new possibilities open up. The IoT, 

while still in its infancy, will eventually 

connect a vast range of objects for 

remote sensing and control through 

the Internet. The  

IoT already combines wireless 

sensor networks (WSN), machine-to- 

machine communication (M2M), 

robotics, wireless networking, Internet 

technologies and smart devices. The 

number and sophistication of those 

connections will continue to grow 

over time, triggering new AR services. 

The combination of AR and IoT will 

make our surroundings more responsive  

and interactive as we start to  

manipulate them with digital tools.  

For example, technology platform 

and solution provider PTC is preparing 

to release ThingX, which is short 

for Thing Experience, to bridge the 

digital and physical worlds. The 

platform includes ThingBrowser, an 

AR browser than can universally  

recognize smart, connected things 

and deliver user-authenticated 

interaction possibilities. 

“Just by looking at your environment 

through ThingBrowser, you discover 

what you can interact with,” said 

PTC executive vice president Mike 

Campbell in an Automation World 

interview. “Instead of downloading, 

installing and updating millions of 

apps for millions of things, we will  

deliver a single app — ThingBrowser 

— which delivers the right experience 

based on where the user is, who they 

are and what thing they’re browsing.” 

“Instead of downloading, installing and updating millions of apps for  

millions of things, we will deliver a single app — ThingBrowser — which  

delivers the right experience based on where the user is, who they are  

and what thing they’re browsing.”

MIKE CAMPBELL, PTC EXECUTIVE VICE PRESIDENT (QUOTED IN AUTOMATION WORLD).
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Virtual reality and augmented reality technology are 
already enabling remarkable experiences, such as:

•  Taking you to a war zone but leaving you unharmed. 
In 2015, The New York Times and Google partnered to 

bring a VR film called “The Displaced” to more than one 

million subscribers. The film told the stories of children 

displaced by war and could be watched using Google’s 

Cardboard viewer (a VR-enabling device that connects  

to the users’ smartphones), which the Times distributed 

free to print subscribers. 

Birth  
of the cool

•  Helping you remodel the kitchen. Lowe’s home  

improvement chain has equipped 19 of its U.S. stores 

with Holorooms. Shoppers provide the dimensions of 

the room they want to furnish, filling its virtual twin with 

a selection of Lowe’s products. Using a VR headset, 

customers can approve, switch out and generally  

experiment with designs before making a purchase. 

They can also take home a free Google Cardboard viewer 

from an onsite vending machine and view their design 

on YouTube 360. Lowe’s now plans to add AR functionality, 

so you “can stand in your own kitchen and overlay a 
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Birth  
of the cool

fridge on top of your own fridge,” according to Kyle Nel, 

executive director of Lowe’s Innovation Labs. Ikea offers 

a similar service, allowing customers to change the color 

of cabinets or view a space from the height of a child 

versus an adult.

•  Hitting the books. Case Western Reserve University in 

Cleveland uses holograms as teaching tools in anatomy 

courses. Studying the holograms can reduce or even 

eliminate the need for human cadavers and body parts.

•  Fixing a toaster (or anything else). Homemakers and 

technicians can use AR-powered smart glasses to overlay 

digital schematics and manuals on the appliance or 

machine they are trying to fix. 

•  Saving the universe. Gamers have pushed the  

development of VR and AR applications by demanding 

better, faster and more realistic game experiences. Now 

you can save your sister from aliens and pilot your 

spaceship through dogfights to save the human race 

from destruction. All before breakfast, of course.

Using a VR headset, Lowe’s customers can  

approve, switch out and generally experiment 

with designs before making a purchase.
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Metaverse
Science fiction writer 

Neal Stephenson coined this 
term in 1992 to describe 

the virtual world  
parallel to ours

$20+ 
Million

The number of Project  
Morpheus VR headsets that  

Sony now connects to 
via PlayStation 4S 48 Hours

The time it took for 
Samsung’s $99 Gear VR to 

sell out on Amazon.com  
and BestBuy.com

The number of developers 
Oculus Rift registered 
as of September 2015

200,000
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Source: Recode.

Source: Goldman Sachs.

Source: Goldman Sachs.
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“We expect to see rapid evolution of smart 

glasses with more miniaturization, better  

field of view and battery life, while there  

will also be increasing attention on the  

convergence with virtual reality [VR]  

technology and the Internet of Things [IoT]  

to deliver competitive advantage.”

SAVERIO ROMEO, PRINCIPAL ANALYST, BEECHAM RESEARCH
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After years of hype, virtual- and augmented-reality technologies 

have matured and are starting to transform a range of fields,  

including gaming, healthcare, education and business. The  

combination of AR and IoT will make our surroundings more  

responsive and interactive as we start to manipulate them  

with digital tools, creating new possibilities for customer  

experiences and workplace productivity. 

Virtual Reality Gets Real

02
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How do you see VR and AR impacting your industry?

How might VR and AR shape the experiences you deliver to  
customers and employees?

Have you calibrated your go-to-market strategy for a blended world 
where physical reality is increasingly mediated by digital technology? 

Next: Here are a few questions for enterprise leaders to answer.
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We’ll require new tech paradigms to 

meet tomorrow’s processing needs. 
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Computing 
hits a wall
As Moore’s Law winds down, radically new technologies are emerging. 

In 1965, Gordon Moore observed 

that the number of transistors that 

could be packed onto an integrated 

circuit had doubled every year since 

the technology first emerged in the 

early 1950s. Moore predicted this 

trend would continue indefinitely. 

His prediction, known as Moore’s Law, 

has largely proved correct over the 

past five decades. Steady, exponential 

improvement in the power and 

performance of integrated circuits 

has enabled many technological 

and social trends that we associate 

with modernity, from digital imaging 

to smartphones, the social media 

revolution, the information economy 

and the Internet of Things. 

That run will soon end. Why? As 

computers become faster and more 

powerful, they consume more energy 

and generate more heat. Because 

today’s chips require so much internal 

circuitry, heat and efficiency have 

become massive stumbling blocks. 

The public cloud now uses more  

energy than the worldwide airline 

industry. If it were an independent 

country, it would rank No. 5 in energy 

use   — behind China, the United 

States, Russia and India. By 2030, 

communications technology could 

consume up to 51 percent of world 

electricity supplies and produce as 

much as 23 percent of greenhouse 

gas emissions, according to a recent 

study in the journal Challenges.

Clearly, this is not a sustainable 
growth trajectory.

To fit more transistors on a chip, 

chip makers are designing at the 

nanoscale. Transistors are about  

14 nanometers wide (a human hair 

is about 75,000 nanometers thick). 

Those transistors will continue to 

shrink for a while longer. Intel plans to 

introduce 10-nm technology in July 

2017. But scientists believe Moore’s 

Law will reach its limits at 5 nm. “At 

that scale, electron behavior will be 

governed by quantum uncertainties 

that will make transistors hopelessly 

unreliable,” said Paolo Gargini, Intel’s 

director of technology strategy, in an 

interview with Nature.
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D A T A  C E N T E R S  A C C O U N T  F O R  O N L Y  1 % 
O F  U . S .  G R E E N H O U S E  G A S  E M I S S I O N S …
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and Residential
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S ERVER FARMS GULP ENERGY 

Today data centers emit only about 1 percent of 
U.S. greenhouse gases. That’s small compared to 
buildings and power plants, but it is one of the 
fastest-growing sources of carbon. Experts predict 
emissions from data centers will rise 71 percent 
this decade compared to only a 6 percent increase 
for all other sources of greenhouse gases. New 
breakthroughs in energy-efficient computers could 
reverse that trend. 
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Traditional computer architecture 

is also reaching its limits. Current 

linear architectures weren’t designed 

to extract insights from massive 

data sets in real time. Scientists are 

now working on a variety of new 

computing paradigms that will be 

far more powerful and consume far 

less energy. “Future improvement will 

come from new materials, structures 

and architectures,” says Stan Williams, 

a senior fellow at Hewlett Packard Labs.

Options abound, from advanced 

materials such as magnetic charge 

ice and carbon nanotubes, to 

quantum systems with neural chips. 

The race is on to see which approach 

will emerge victorious. In our view, the 

likely winners will be heterogeneous 

architectures that combine elements 

from multiple paradigms. 

Future computing platforms will handle 

data sets and analytics that we can 

barely imagine today. As the rate of 

business and technological change 

accelerates, companies will need to 

trim peripheral activities ruthlessly  

in order to focus on the partnerships, 

alliances and acquisitions that create 

real value.

Universal Memory 
One promising technology is  

memory-driven computing, which 

merges the memory hierarchy of 

classical computers into a single layer 

of so-called universal memory. This 

single layer is persistent, meaning 

that it can retain data without power. 

Memory-driven Computing is also 

more efficient than classical computing 

because the persistent memory is 

positioned as close to the processor 

as possible. As a result, data does 

not have to be moved back and forth 

between layers of storage, and then 

to the processor. This eliminates the 

latency involved in retrieving data 

from storage.

Since 2008, researchers at Hewlett 

Packard Labs has been developing 

a new type of memory chip called 

the memristor. In traditional volatile 

memory technologies such as DRAM, 

data is lost when the power is turned 

off. In contrast, a memristor avoids 

data loss by “remembering” the state 

it was in before the power was turned 

off. Memristors, which are a type of 

promising technology called non-volatile 

memory (NVM), can be made very 

small, enabling tremendous memory 

capacity in a very small space. They 

can be used not only for memory, but 

also for computation, using fewer 

components and less energy than 

other kinds of chips. Using  

memristors to fuse memory and  

storage, creating “universal memory” 

and flattening the data hierarchy, 

leads to massive performance and 

efficiency gains versus traditional 

computing models.

According to a recent report from the 

Computer Society of the Institute of 

Electrical and Electronics Engineers: 

“As we become exponentially more 

connected, people need and use 

more and more memory. In 2016, 

huge strides will be made in the 

development of new forms of non- 

volatile memory, which promises to 

let a hungry world store more data 

at less cost, using significantly less 

power. This will literally change the 

landscape of computing, allowing 

smaller devices to store more data 

and large devices to store huge  

amounts of information.” 
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COM PO SAB LE  
INFRASTRU CTU RE

Artificial intelligence promises to transform 

the nature of work by taking over many 

repetitive tasks, freeing humans to think 

broadly and creatively.

Memory-driven computing will give 

enterprises options that were not remotely 

possible just a decade ago. To make full  

use of this technology, infrastructure will  

have to become more agile. Enter  

composable infrastructure. Think of it  

as a software-defined data center that 

automatically provisions itself to support  

any workload. Unlike traditional infrastructure, 

composable infrastructure scales easily  

to meet peak demand — whether you are  

a utility grappling with a power outage or  

a retailer dealing with the holiday rush. 

The cost saving can be significant because 

composable infrastructure minimizes  

the underutilization that is endemic in  

traditional enterprise systems. In traditional 

data centers, compute, storage and  

networking run on different platforms,  

creating islands of underutilized resources. 

Management tools do not usually cross 

those divides, which produces additional 

management silos. 

Converged and hyperconverged infrastructure 

approaches have merit, but they fall short  

of the ultimate goal: a single platform  

with a single operational model for all 

workloads. In order to make this a reality,  

the platform must have hardware that  

can support a broad range of physical, 

virtual and “containerized” workloads and  

be configurable through a software-defined 

approach that matches the needs of a  

given application or workload. 
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Intel expects to make a chip with  

the ability to transmit the Library of  

Congress’ entire printed collection — 

21 million books, or 10 terabytes of 

data — in less than two minutes. 

Quantum Logic 
In their quest to push the boundaries 

of today’s computing architecture,  

researchers around the world are hard 

at work on computating technologies 

that apply the principles of quantum 

physics to solve problems that elude 

today’s general-purpose computers. 

Conventional computers require data 

to be encoded into binary digits or 

bits, each of which is always in one of 

two definite states (0s or 1s). Instead 

of the conventional bit as the basic 

unit of data, a quantum computer 

would use “qubits,” particles that 

can exist in more than one state at a 

time. Photons and other subatomic 

particles exhibit a property called 

quantum coherence, which allows 

them to interact with each other in 

a way similar to how waves interact. 

Two particles can also affect one 

another’s behavior through a process 

known as entanglement, even if they 

aren’t physically connected. 

Reflecting the inherent uncertainty  

of quantum mechanics, quantum  

computers calculate probabilities 

rather than definite answers. So 

where a conventional computer 

would use binary processing to  

calculate 1+1=2, a quantum  

computer would find a probability  

of 99.9999 percent that 1+1=2.  

In theory, a qubit could execute 

multiple computations at the same 

time. This would be very helpful for 

complex calculations such as  

encrypting and decrypting data. 

Quantum computing research is in 

its infancy, and a working quantum 

computer is probably 10 to 15 years 

away, according to Hewlett Packard 

Labs estimates. However, the use  

of quantum techniques in specific  

circuitry and chips could happen much 

sooner (within the next decade) and 

could be incorporated into “hybrid” 

heterogeneous architectures.

One potential downside to quantum 

computing is that it could threaten 

our current encryption systems. 

Conventional computers can take 

years to break online encryption, but 

a quantum computer could do it far 

more rapidly. This means a quantum 

computer could make our security 

systems obsolete, and open our 

infrastructure and financial systems 

to terrorists and cyberpirates. Not 

surprisingly, one of the documents 

leaked by U.S. government 

contractor Edward Snowden 

revealed that the NSA had launched 

an $80 million project focused solely 

on quantum computing. 

Build a Brain 
In many ways, the human brain is 

an ideal computer. It’s small and 

efficient, and can process many types 

of inputs almost instantly. Computers 

have been compared to brains since 

the dawn of computer science. More 

recently, researchers have started to 

design computers that are modeled 

on how the brain works, a field known 

as neuromorphic computing.

Brains can’t compete with computers 

when it comes to arithmetical  

operations. Over time, programmers 

have reduced brain-intensive tasks, 

like animating images and playing 

chess to a series of mathematical 

calculations. Yet computers still  

struggle with many cognitive  

functions that are easy for people. 

With some training, for example,  

computers can recognize and  

accurately label a cat and a stool.  

But they have difficulty narrating a 

video of a cat jumping over a stool.

Programmers struggle to write 

algorithms that enable computers  

to perceive things easily. In part, 

this is because the neurological 

processes behind perception aren’t 

entirely clear. The brain contains 

an estimated 86 billion cells, called 

neurons, interconnected by a web of 

pathways called synapses. Researchers 

have determined that the same 

groups of neurons and synapses that 

perform calculations are responsible 

for storing memories. They’re also 

capable of handling many disparate 

tasks in parallel.
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REVER SIBLE COM PU T ING

In conventional, processor-centric 

computing, energy consumption rises 

with processing power. As a result, the 

world’s most powerful computers are 

massive energy hogs. The world’s fastest 

supercomputer is currently the Tianhe-2 

(Milky Way-2), which sits at the National 

Supercomputer Center in Guangzhou, 

China. Supercomputers such as Tianhe-2 

achieve their performance through 

parallel use of off-the-shelf components. 

This means hardware galore; Tianhe-2 

runs on a combined total of 3.12 million 

computing cores.

Tianhe-2 needs almost 18 megawatts of 

electricity to run those millions of cores. 

That’s enough juice to power more than 

14,000 U.S. homes. Tianhe-2’s cooling 

system consumes another 6 megawatts. 

Researchers are exploring a range of 

technologies that promise to make 

computing more energy efficient, 

including the memory-centric, quantum, 

neuromorphic and photonic technologies 

described elsewhere in this report. A 

third approach is reversible computing,  

in which a server “recycles” the power it 

uses (think of a turbocharger in a car). 

Reversible computing promises to slash 

energy consumption by eliminating the  

dissipation of energy as heat. 
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3D TECHNOLO GIES

We probably won’t see true quantum and neuromorphic computers for a decade or more. In the meantime, a new 

chip architecture called 3D computing might act as a bridge technology. Using carbon nanotubes, researchers 

stack memory and processor layers on the same chip in three dimensions. 

This vastly reduces electrons’ typical “commuting time” while traveling through conventional circuits and makes 

them more efficient. One 3D memory solution is the 3D NAND technology pioneered by Samsung; Micron and SK 

Hynix are expected to start shipping 3D NAND in 2016, followed by Toshiba and SanDisk next year. 

3D NAND is the target technology that next-generation non-volatile memory technologies hope to dethrone in 

the future once cost/performance barriers are overcome. 

Traditional computers don’t work 

the way neurons and synapses do. 

Computers and applications are  

typically designed to solve problems 

or execute tasks in a sequential 

manner, passing information back 

and forth between a processor  

and memory at each step. 

One of the emerging tenets of 

neuromorphic computing is parallel 

processing, or dividing big problems 

into smaller tasks that can be 

executed simultaneously, like sheets 

of neurons firing at the same time in 

the brain. Parallel processing, which 

has been around for decades, has 

been used primarily for specialized, 

high-performance computing tasks. 

Neuromorphic research aims to bring 

parallelism into everyday computing 

to tackle big computing tasks faster.

Computers that follow neuromorphic 

principles to read social cues or 

extract meaning from images could 

provide real-time commentary on 

news events. They could also help 

diagnose elusive medical conditions 

earlier, and detect sophisticated 

computer security attacks within 

seconds. Practice makes perfect: The 

more often these computers perform 

a task, the faster and more accurate 

they become — without requiring any 

human intervention.

Imagine a robot that can interact with 

its environment. Instead of intensive 

programming to cover every scenario 

the robot might encounter in a home 

or work environment, the robot could 

“learn” in much the same way a child 

would learn — from which toys belong 

in which storage bin to how to use a 
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vacuum cleaner correctly.  

Neuromorphic computing will blur 

the lines between human and 

artificial intelligence, putting humans 

and machines side by side in a host 

of new situations. 
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THINK ING  WITH LIGHT

Data centers are the factories of the 21st century, processing 

the ever-expanding volumes of information that make the 

global economy go. But progress comes at a cost. In 2015, data 

centers used more electricity than the entire United Kingdom, 

about 400 terawatt-hours — a figure that could triple by 2020, 

according to a study in the journal Challenges.

As much as 40 percent of that electricity is spent just moving 

information inside data centers. There is a more efficient  

alternative that could halve the amount of energy these  

transmissions use, the equivalent of decommissioning as  

many as 250 big power plants. 

Photonic data transmission has emerged as an alternative  

to conventional electronic transmission. In silicon photonics,  

tiny optical components send light pulses to transfer large  

data volumes at high speed between computer chips. Using 

light allows for greater data rates and bandwidth for  

data-intensive applications.

Recently, scientists at Hewlett Packard Labs developed a way 

to repurpose machinery used in semiconductor production to 

manufacture bundles of fast lasers — each about one-tenth 

the size of a human hair — and components necessary to make 

them transmit data. This breakthrough will make it cost-effective 

for computers to send vast quantities of information over short 

distances using photons, or light. 

What if you could use light for computation as well as data 

transmission? Optical processing technology uses light instead 

of voltage to open and close the gates of a transistor. The  

intensity of incoming light affects an optical transistor in the 

same way that the amount of voltage applied affects an  

electronic transistor, allowing it to process the ones and  

zeros of binary code. 

Until now, optical processors have lagged behind their silicon 

kin for many reasons, including cost and accuracy. Broad 

adoption of photonic computation and data transmission could 

help stabilize power consumption in data centers, enabling the 

tech sector to continue growing without triggering a full-blown 

energy crisis.
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As Moore’s Law nears the end of its useful life, it has become clear 
that classical computing architectures are inadequate to process 
global data volumes that are growing exponentially in scale and 
complexity. Researchers are working on new technologies that can 
scale to handle the data processing demands of the future in an  
energy-efficient manner. Key emerging technologies include  
memory-driven, neuromorphic, photonic and quantum computing. 
While many of these technologies are still years away from full  
realization, we expect to see hybrid systems that incorporate aspects 
of them as components in the near future. 

Future computing platforms will handle data sets and analytics  
that we can barely imagine today. As the rate of business and  
technological change accelerates, companies will need to trim  
peripheral activities ruthlessly in order to focus on the partnerships, 
alliances and acquisitions that create real value.
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QUESTION 5

How will your organization scale its computing capacity to manage 
exponentially growing data volumes?

How might your business benefit from a digital infrastructure built 
around essentially unlimited memory? 

What is your company’s growth engine? What components of your 
business could you afford to lose? 

Next: Here are a few questions for enterprise leaders to answer.
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New  
technology, 
new  
concerns

Data at rest. Data in transit. Data in use. Multiple devices. 

Multiple data centers. Multiple geographies. Multiple  

providers. It’s a chief information security officer’s (CISO) 

dream or nightmare, depending on his or her appetite for  

complexity and risk.

In today’s world, information security breaches are a matter 

of when, not if. According to Martin Sadler, the director of 

HPE’s Security and Manageability Lab: “Our online world is 

already under constant, and in many cases severe, attack. 
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As we continue to connect our physical and digital worlds, 

and increasingly interconnect our digital infrastructures and 

services, we become dependent on others to ensure that 

everything is being appropriately managed and kept safe.”

These concerns have been fueled by a steady stream of 

high-profile attacks on corporate and government networks, 

ranging from Target to Sony to the office network of the U.S. 

National Nuclear Security Administration, which has been hit 

19 times over the past four years. 
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BLO CKCHAIN BU STER

While emerging technologies such as 

quantum computing open up new 

horizons for data analytics, they also 

raise new security concerns. Because 

quantum technology will enable vastly 

more rapid and powerful computation, 

it threatens the security of distributed 

ledger technologies like blockchain, 

which currently powers Bitcoin. In the 

future, blockchain technology could 

provide security for digital transactions 

in many realms, from finance and 

property deeds to intellectual property. 

Blockchain transactions are secured  

by powerful cryptography that is 

considered unbreakable using today’s 

computers. A true quantum computer 

could upend that assumption, forcing 

researchers to develop even stronger 

encryption. The outcome of this arms 

race is unknowable but has major 

implications for how trust, privacy and 

security will play out in the digital 

world of tomorrow. 
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Protect, Detect, Respond  
and Recover 
As malicious hackers grow more  

sophisticated, companies are  

constantly seeking new ways to 

protect themselves and prevent 

breaches. Rapid detection is equally 

important, as even seconds of delay 

can add hugely to the cost of 

mitigating breaches. Response and 

recovery is the third area of focus 

— how long it takes to get back to 

normal operations.

Security products are typically 

created as a reaction to new kinds 

of attacks. This forces businesses to 

plug in an ever-growing number of 

products, each addressing specific 

exploits or areas of vulnerability — 

networks, applications, Web browsers 

and so on. This mix is challenging to 

manage. The products don’t always 

work well together, and gaps still  

exist between them.

Cloud computing and the IoT add 

new vulnerabilities, as the number of 

nodes and network traffic is growing 

at a fast clip. IDC predicts that more 

than 1.5 billion people will be affected 

by data breaches by 2020. One  

upside is that cyber insurance  

providers now have enough raw data 

to create realistic risk models, so  

premium underwriting has increased.

Cybersecurity Comes of Age 
As criminal hackers become more 

sophisticated, cybersecurity plans  

increasingly stress encryption, 

biometrics, machine learning and 

real-time analytics. 

At the same time, security is becoming 

integrated into core product  

development. Technologists are 

starting to bake security into hardware, 

operating systems and apps. 

“Usually, security is bolted on after 

the design work is done,” says Bill 

Horne, director of security research  

at Hewlett Packard Labs. His  

team’s work involves new computer  

architectures that incorporate  

security from the ground up, at 

every level of the stack.

Labs researchers are developing 

ways to separate the part of a  

computer responsible for security 

from the main operating environment  

so it can monitor for signs of an  

intrusion. They’re also coming up 

with technologies for detecting 

anomalous behavior on the network, 

rapidly encrypting data even while 

it’s in use, and authenticating not 

just users and applications but also 

discrete processes.

In the future, we expect security 

paradigms to resemble immune systems  

more than walled fortresses. Taken 

together, these capabilities will 

improve an organization’s ability to 

prevent intrusions, as well as detect, 

respond to and recover from attacks 

that slip through. Providing this type 

of comprehensive security is a 

massive challenge that has eluded 

the security industry for years.

Progress in these areas will determine 

the degree to which enterprises and 

governments will be able to protect 

sensitive data going forward. 
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Technologists are starting to bake security into 

hardware, operating systems and apps.
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$155

$136

D A T A  B R E A C H  C O S T S :
I N D U S T R Y  B Y  I N D U S T R Y

Regulated concerns such as healthcare 
companies tend to have higher per capita 
costs when their records are hacked.

All dollar amounts shown are in the millions 
of dollars.

Source: Ponemon Institute, 2015 survey of 350 companies worldwide.
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A series of recent events have  

highlighted the tension that exists 

between security, privacy and ethics 

in the digital world. In 2013, Edward 

Snowden leaked a trove of classified 

National Security Agency documents 

to news outlets. Snowden’s sensational 

leak caused a flurry of activity by 

governments, resulting in a United 

Nations General Assembly resolution 

regarding online privacy rights. 

In October 2015, the European Court 

of Justice negated a safe-harbor  

agreement that allowed companies to 

move customers’ digital information 

between the European Union and the 

United States. After the November 

2015 terrorist attacks in Paris, European 

lawmakers pushed for a plan to share 

Passenger Name Record data for all 

travelers moving into, out of or within 

the European Union.

Cybersecurity is based on encryption. 

Yet encryption can also impede 

legitimate law enforcement activities. 

After the December 2015 terrorist 

shooting in San Bernardino, Calif., for 

example, Apple cited privacy laws 

when it refused to give the FBI a  

software key to access data on the 

slain shooter’s locked iPhone. This  

led federal agents to hire private 

hackers to unlock the phone by 

exploiting a zero-day security flaw.

That same month, the Electronic 

Frontier Foundation filed a complaint 

against Google with the Federal 

Trade Commission, accusing the 

company of unfair and deceptive 

business practices. The issue was 

that Google’s Chrome browser 

defaulted to “Sync” on laptops that 

schools bought through Google’s 

educational program. As a result, 

Google was able to access a wide 

range of personal student data 

without parental permission,  

including records of search terms  

that they used, sites they visited  

and passwords they saved. 

No crystal ball can accurately predict 

what balance society will strike 

between individual privacy and the 

benefits of modern technology in the 

Balancing 
act

TECHNOLOGY.NXT | SECTION 04: SECURITY, PRIVACY AND ETHICS

By 2020, more  

than 25 percent of 

enterprise security 

attacks will involve 

the Internet of 

Things.

years to come. It seems certain that 

cybersecurity will continue to be a 

central preoccupation for citizens, 

enterprises and governments. It 

remains to be seen how much privacy 

citizens will be willing to give up in 

exchange for the benefits of technology, 

and what ethical standards will emerge 

to govern how companies and public 

sectors manage the sensitive personal 

information they gather.
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years to scan passengers’ faces. The 

Japanese government is developing 

fingerprint scanning technology that 

spectators will use to pay for goods 

and services during the 2020 Tokyo 

Olympic Games. This technology 

could also serve to deter criminal 

activity at the Games. 

When Nationwide surveyed its  

customers, 60 percent of them believed 

that within the next 10 years, retina 

scanners will be built into smartphones.

Thirty percent of those surveyed 

believe that face scans will one day  

be used to unlock smartphones. 
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As the IoT continues to grow, 

security experts are focusing 

on how to stem leaks and 

avoid breaches in ecosystems 

with hundreds of thousands 

— even millions — of nodes. 

Gartner predicts that by 2020, 

more than 25 percent of 

enterprise security attacks will 

involve the IoT. 

Biometrics  
comes of age

Recently, U.S. insurance giant  

Nationwide has started to authenticate 

its customers by measuring such 

things as their typing speed or how 

they hold a mobile device.

These tools come from the emerging 

field of behavioral biometrics.  

Biometrics encompasses a wide 

range of measures, including voice, 

retina and gait scans. It has existed 

for years but is only now seeing rapid 

take-up by industry. 

London’s Heathrow Airport has been 

using biometric security measures for 

The rise of mobile banking has brought new security challenges 
for the financial services industry. 

PROTECTING THE  
INTERNET OF THINGS
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$2.1 Trillion
A May 2015 report from Juniper Research 
forecasts that the cost of cybercrime could 
reach $2.1 trillion by 2019.

The mean number of days required to 
resolve a cyberattack.46

$973,130 Cost of a cyberattack that  
takes 46 days to resolve.

$21,155 Cost per day of 
a cyberattack.

The amount Nigeria fined a mobile 
phone firm for failing to register SIM 
cards properly, saying jihadist groups 
used them.

$5 Billion

The upper limit of fines that can be  
rendered for privacy violations, per  
European Union data privacy law.

Up to 4 Percent of 
Global Revenues

So
ur

ce
: H

P
E 

an
d 

Po
ne

m
on

 In
st

itu
te

 2
0

1
5

 s
tu

dy
 o

n 
gl

ob
al

 c
yb

er
cr

im
e.

Biometrics  
comes of age

67



TECHNOLOGY.NXT | SECTION 04: SECURITY, PRIVACY AND ETHICS

Data from the Ponemon Institute 

suggests that the market for stolen 

corporate data is heating up. 

Managers are increasingly concerned 

about cyberattacks, and are 

spending more money to harden their 

networks and remediate breaches. 

B I G G E R  B U D G E T S
Every year, for the past three years, firms surveyed 
said that IT security spending would increase. 

2 0 1 4

2 0 1 5

2 0 1 6

48%
62%
74%

Source: 2016 Cyberthreat Defense Report (CyberEdge Group; 1,000 respondents).

W I L L  Y O U R  N E T W O R K  
B E  C O M P R O M I S E D ?
More managers are concerned about a  
successful cyberattack in the next 12 months.

S O M E W H A T  L I K E L Y ?

2 0 1 4

2 0 1 5

2 0 1 6

30%
38%
46%

V E R Y  L I K E L Y ?

Source: 2016 Cyberthreat Defense Report (CyberEdge Group; 1,000 respondents).
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8.5%
14%
16%

F E A R  A N D  L O A T H I N G  
I N  T H E  D A T A  C E N T E R
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R E C O R D  N U M B E R S
The average black market cost for  
a stolen document or other item 
rose last year. 

B U S I N E S S  L O S T
Average data breach costs rose 
in 2015, hurting bottom lines.

H A C K E R S  R I S I N G
The average cost of data breaches  
rose sharply in 2015. ($millions) 

2 0 1 4   2 0 1 5

$3.79$3.52

2 0 1 4   2 0 1 5

$154$145

2 0 1 4   2 0 1 5

$1.57$1.33

Source: Ponemon Institute, 2015 survey of 350 
companies worldwide

Source: Ponemon Institute, 2015 survey of 350 
companies worldwide

Source: Ponemon Institute, 2015 survey of 350 
companies worldwide.
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As companies, consumers and individuals, we are rapidly losing 
sight of where our data resides, who owns it and how it gets used. 
In the age of smart machines in constant communication, security 
can no longer be a bolt-on afterthought. Going forward, security 
will be dynamic and predictive. The pace of technological change 
creates new ethical challenges for companies and governments, 
which need to deliver increasingly rich digital experiences without 
compromising data security or customer privacy. 

70

Security, Privacy and Ethics

04

TECHNOLOGY.NXT | SECTION 04: SECURITY, PRIVACY AND ETHICS

N O W  
T O  
N E X T 

Read how advancements in security software and tactics are helping shape the future of the 
financial industry in section two of our Banking.nxt report, “The Currency Exchange.”
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QUESTION 5

Next: Here are a few questions for enterprise leaders to answer.

Do you understand where your company data resides, who owns it 
and how it gets used?

Can you quantify the impact that a major security breach could 
have on your bottom line?

How much privacy are your customers and employees willing to 
give up in exchange for the benefits of technology? 
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The merger of physical and digital worlds 

creates new business opportunities. 
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IoT  
everywhere
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Machines that speak to us, and each other.
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We are fast approaching a world in which the number of 

smart devices connected to the Internet will dwarf the number 

of people. The research firm Gartner predicts there will be 

more than 21 billion connected devices by 2020, up from 

4.9 billion today. Welcome to the Internet of Things.

While the IoT spans both consumer and business applications,  

the term “Industrial Internet of Things” (IIoT) refers  

primarily to connected devices within the realm of industry. 

The IIoT is already changing the way we work, even as the 

IoT changes how we live and play.

From monitoring patient health at home, to alerting city 

officials where snowplows are needed during a storm, to 

helping ports track shipping containers more efficiently, 

connected devices are making their mark.

From monitoring patient health at home, to alerting 

city officials where snowplows are needed during a 

storm, to helping ports track shipping containers more 

efficiently, connected devices are making their mark.
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A Data Avalanche  
The IoT is expected to generate more data than current 

technology will be able to handle. Hunting through that data 

to cull the valuable nuggets will be key to business success. 

So-called edge computing should help process the coming 

data deluge more efficiently. Edge computing involves 

filtering and analyzing data closer to its source, rather than 

sending it to data centers for processing. Engineers are 

working to keep processing as close to the device as  

possible to reduce network traffic loads and produce  

more rapid results.

“At some point, we’re going to have so much data in the 

world that just the process of moving that data to a cloud 

is going to be cost-prohibitive,” says Amip Shah, head of 

Distributed Mesh Computing for Hewlett Packard Labs.  

Distributed Mesh Computing is HPE’s version of edge 

computing. By processing information themselves,  

communicating directly with other devices and sharing  

only the required data, the nodes in a distributed mesh 

network can process data quickly and securely. 

For now, IoT devices collect and send data to the cloud, 

where much of it languishes in storage. Only a small  

percentage of it is processed, analyzed and turned into 

useful insights. Moving forward, each node on a network  

will be able to determine “Have I seen this [data] before, 

has anybody else seen this, and what should I do about it?” 

Shah says. “I don’t need my things to be smarter. I need  

them to have common sense.”

“At some point, we’re going 

to have so much data in the 

world that just the process of 

moving that data to a cloud is 

going to be cost-prohibitive.”

AMIP SHAH, HEAD OF DISTRIBUTED MESH  
COMPUTING FOR HEWLETT PACKARD LABS
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Today the 6.4 billion sensors in the world bring intelligence to our cars, mobile 
devices, appliances and manufacturing equipment. At the rate  sensors  are 
growing, they will outpace the number of  people  in the world by 2017.    

M O R E  S E N S O R S  T H A N  P E O P L E

Sources: U.S. Census Bureau, Gartner. 

sensors

people
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Related Developments 
Sensors are improving rapidly in both performance and 

energy efficiency. As costs fall and sensors shrink, IoT 

applications will increasingly allow businesses to monitor 

machine health in real time. Case in point: GE now builds 

locomotives equipped with more than 250 sensors that 

measure 150,000 data points per minute. GE receives 

enough data from its locomotives to be able to predict 

whether a given part will need to be replaced. 

RFID tags and readers communicate product location and 

other data wirelessly. They are essential components of 

IoT technology. Today, Disney uses RFID to track costume 

inventory at its theme parks. Pharmaceutical companies 

use RFID to oversee products on the journey from  

manufacturing plant to pharmacy. 

A shared framework of standards will drive IoT adoption. 

The industry has not yet settled on standards that will 

permit all the heterogeneous devices in the IoT to  

interoperate. We need a shared framework of standards 

because businesses and consumers will not fully embrace 

the IoT unless it is simple and seamless. More than half of 

all U.S. households with at least one smart device say  

compatibility is very important to them, according to 

research by Parks Associates. Without interoperability, at 

least 40 percent of potential benefits of the IoT will be lost.

Big Data and advanced analytics will need an upgrade. 

Many current systems were designed to handle a few 

hundred events per minute. IoT technologies, in extreme 

cases, could generate trillions of events per minute. To  

keep up with the flood of device-generated data, future 

systems will need to process information far more quickly 

and intelligently. 

In 2015, HPE and Ford teamed up to analyze data from 

approximately 100 HPE fleet vehicles. This collaboration yielded 

insights that will help HPE manage its fleets more efficiently. 

HPE vehicles were equipped with wireless sensors that 

collected and transmitted information about vehicle usage. 

Ford data scientists then used the HPE Vertica analytics 

engine to explore multiple dimensions of fleet driver activity. 

Among the insights gleaned: Regardless of location, most 

drivers visited the same chain restaurants and refueled with 

the same brand of gasoline. Traveling employees often left 

their vehicles unused at the airport for days. Seventy 

percent of trips took place during weekdays, and typical  

trip distances were 13 miles or less.

“The Fleet Insights experiment is one of the first steps to 

better understand and learn about how driving behavior  

is changing,” said Marcy Klevorn, Ford vice president and 

chief information officer. “Fleets could see operating costs 

lowered through national buying contracts and improved 

utilization and maintenance, while individual drivers could 

receive coupons or create cooperative pools to share 

unused vehicles.”
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INTELLIGENT SNOWPLOWS

When a recent snowstorm hit New Bedford, Mass., city 

managers didn’t deploy the usual army of snowplows.  

No public outcry ensued, because smart on-truck sensors 

had detected that road surfaces were warm enough to 

melt the snow as it fell.

In the future, sensor technology will lead drivers to open 

parking spaces and cut congestion by rerouting traffic in 

real time. Imagine it’s rush hour in the connected city. You 

get into your autonomous car and it starts driving you 

home via the freeway. As it moves, your vehicle is also 

communicating, exchanging data in real time with 

thousands of other self-driving vehicles, understanding 

the flow of traffic and anticipating problems that are 

literally down the road. 

There’s a construction delay up ahead, and a system  

that combines Wi-Fi and GPS alerts your car to the 

slowdown. Your vehicle’s navigation system begins 

calculating your wait time against an alternative route 

that is longer but likely to be less congested. The other 

cars in the traffic jam are doing the same thing, but 

they’re also doing more than just analyzing their own  

best route. They’re able to factor in what happens as 

more vehicles take the same action and potentially  

overwhelm the smaller two-lane-road detour and  

create a new bottleneck.

The sorting out — the millions of calculations that allows 

all of these cars to work together and independently 

— happens seamlessly. Some cars stay on the highway. 

Yours and others take the exit. What seems like just a few 

minutes later, you look up from your reading and see your 

child playing in the front yard. You’re home.

In the future, the technology will help 

cities lead drivers to open parking  

spaces and reroute traffic in real time  

to cut down on congestion.
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Advanced 
materials
M O V E  O V E R ,  S U P E R M A N

Faster than a speeding bullet? We 

can top that.

How about a bullet train faster, 

quieter, lighter and more fuel-efficient 

than any currently in existence?

Or glass that is virtually unbreakable 

but bends in half like a sheet of 

paper?

What about clothing that uses human 

motion to generate energy?

All these products are possible today, 

thanks to advanced materials.

Advanced materials are, in essence, 

designer materials. With properties 

that far surpass traditional substances, 

they offer greater durability, elasticity, 

conduction and magnetism. Name a 

property and there is a good chance 

a superior material is under  

development that improves upon it. 

Advanced materials come in many 

forms, including metal, ceramics, gels, 

polymers and composites. Many of 

them have unusual properties, such  

as the ability to transform or conduct 

energy, self-repair or change shape.

These materials are being used in a 

vast range of applications, such as 

biological nanodrones that can be 

deployed to fight cancer. 

Advanced materials also expand the 

possibilities for 3D printing, allowing 

for greater use of lasers, extreme heat 

and other factors to shape new products 

with new properties. They are also being 

used to create better screens, batteries, 

printed circuit boards and RFID tags.

Working at the scale of a nanometer 

(one billionth of a meter), researchers 

manipulate matter at a scale 1,000 

times smaller than a silicon chip. 

Nanoparticles are changing the 

advanced materials industry because 

their extremely small dimensions and 

mobility allow a level of engineering 

previously not possible. The global 

nanotechnology industry is predicted 

to reach $75.8 billion by 2020.

Applied scientists get closer every day 

to making the term “unobtanium”  

obsolete. Used to refer to materials 

that are desired but not yet available 

(clothing with the strength of steel, 

steel with the flexibility of plastic, etc.), 

unobtanium is becoming rarer as 

scientists learn to manipulate materials 

at molecular and atomic scales to 

create the properties they require. 
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Tiny Building Blocks 
Carbon nanotubes are the most common nanomaterial 

building block. Strong as a diamond, these carbon cylinders 

can withstand 100 times the maximum stress of steel. 

Nearly 10,000 times finer than a human hair, these tiny 

elements can be used to create yacht masts that are 30 

times stiffer than conventional masts, but lighter in weight. 

Carbon nanotubes make effective fuel cell catalysts and 

cost far less than traditional platinum. They are even being 

developed to clean up oil spills, with magnetic properties 

that make them easy to retrieve.

Graphene is a thin layer of pure carbon — the thinnest  

material in existence at one atom thick. Graphene is a 

tightly packed layer of carbon atoms arranged in a  

hexagonal honeycomb lattice that is 300 times stronger 

than steel. Scientists are currently experimenting with 

graphene to desalinate seawater by removing ions.

Nanoparticles, nanofibers and nanocomposites carry a wide 

range of super properties and are being used in applications 

ranging from unstainable khakis to a lead-free solder that  

works reliably in space.

Smart Substances  
We expect materials science to have a dramatic effect on IT, 

enabling intelligence to be embedded in all kinds of materials.  

For example, the enhanced heat resistance in designed  

materials could eliminate the need for device cooling.  

Advanced materials are already being used to enable  

the following:

•  Bionic humans. Shape memory alloys remember their form 

and can return to it after being distorted. When heat is  

applied, the object reverts to its original design. Doctors are  

experimenting with shape memory alloys for biomedical  

implants that can be inserted via a tiny incision, and later 

expand to appropriate size through body heat.
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•  Transparent cement. Architects at a firm in Italy 

have created a see-through cement that lets light filter 

through without compromising structural integrity.

•  Self-healing airplanes, buildings and bridges. 
Nanoparticles can migrate to fill any cracks that might 

appear in a material. In March 2016, NASA postpone 

the launch of its InSight Mars lander due to a leaky seal 

around a seismometer. The sensitive instrument required 

a vacuum seal around its three main sensors to withstand 

the harsh Martian environment, NASA said. Had the 

seal been made of a self-healing, nanoparticle-infused 

material, the launch might have proceeded as planned.

•  Detoxified water. Researchers have already developed 

nanoparticles that absorb antibiotics, lead and mercury.

Robotic Materials 
While certain materials can already be programmed to 

change their properties in response to specific stimuli, 

robotic materials can sense stimuli and determine how to 

respond on their own. Robotic materials use sensing and 

computing to do their jobs. 

Nikolaus Correll, a computer scientist at the University 

of Colorado Boulder, predicts that robotic materials will 

eventually be used in everyday items, like shoe insoles  

that sense pressure and adjust their stiffness for walking  

or running. 
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3D printing
Every home a factory; every citizen a manufacturer.

Three years from now, 600 million 

people will be living with 3D-printed 

items on or in their bodies. Some  

may wear jewelry they designed  

themselves and printed at home.  

Others might wear a bionic heart 

patch, with nanoelectronics  

embedded on a 3D-printed scaffold 

that monitors and treats their heart 

Multiple types of 3D printing exist. Material jetting is one that allows for use of 
different materials in the same print job. It works similarly to an inkjet printer.

STEP 1

User generates a CAD file 

for the object to be printed, 

either designing it, or by 

using a 3D scanner to  

computer-generate one.

3D modeling software 

“slices” the final model into 

hundreds or thousands of 

horizontal layers to prepare 

it for printing. The 3D 

printer reads each slice in 

order to create the object 

layer by layer.

STEP 2STEP 1
Material is applied in 

droplets through a small 

nozzle. The object begins 

to appear, layer by layer, 

on a build platform.

STEP 3
Ultraviolet light hardens the 

object, curing it for use.

STEP 4

condition in real time. And a good 

percentage of us could take just one 

3D-printed pill a day, a tiny mélange 

of drugs in a single dose that treats 

all of our ailments in one swallow.

In the manufacturing sector, start-up 

Davids will more easily slay established 

Goliaths because 3D printing and 

advanced robotics will combine to 

make local production fast and  

easy. Manufacturing locations will 

increasingly be determined by 

proximity to end markets and skilled 

talent, rather than labor costs.
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Users print objects from a CAD-generated 

file, using a 3D modeling program (if 

creating something new) or a 3D scanner 

(to copy an existing object). The printer 

makes a 3D object from the digital file by 

building layer upon layer of material (glass, 

plastic, paper, human cells) until the digital 

design is replicated.

Multiple 3D printing methods exist. Some 

cure materials with lasers. Others melt 

materials to produce layers. Regardless of 

the method, 3D printers produce objects 

with complex inner workings as easily as a 

solid block due to their layer-by-layer build.

HOW IT WORKS 
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While used selectively for years to repair worn-out, 

high-value industrial parts, mass 3D printing is expected 

to increase rapidly over the next several years, to the tune 

of $230 billion to $550 billion by 2025. Retailers like 

Staples and Lowe’s home improvement chains now offer 

in-store printing of broken parts and customized designs. 

As a result, consumers can become comfortable with the 

technology without having to invest several hundred to 

several thousand dollars. 

Printing everything from chess pieces to children’s toys, at 

minor expense, the technology democratizes production 

— making every home a potential manufacturing hub with 

umpteen options for customization at the click of a button. 

Already, for less than $100, consumers can turn their 

smartphones into 3D printers.

Today, a funeral parlor employee in China uses 3D printing 

to restore the appearance of deceased bodies damaged in 

accidents or natural disasters. A U.S. drug company  

3D prints medicine to help epileptics. A team from the  

University of Illinois at Urbana-Champaign and Harvard 

University prints lithium-ion batteries the size of a grain  

of sand and thinner than a human hair. And a chef in  

Barcelona creates edible art on a plate using — you 

guessed it — a 3D printer. 

Imagine the possibilities of a smart 3D-printed car or 

appliance. It could diagnose its own malfunctions and fix 

itself via the IoT, ordering new parts from a 3D printer  

with virtually no human intervention necessary. 

What’s Next?

Four-dimensional printing, of course. More than just an  

additive to the benefits of 3D printing, 4D printing allows 

materials to change their shape and properties over the 

fourth dimension — time. Print a part and it will completely 

transform into something else, if certain preprogrammed 

conditions are met. For instance, a shape formed as a straight 

line could transform into a cube when exposed to water. 

As public infrastructure around the world ages, water  

pipes have become an increasing concern. Fixed-capacity 

pipes, fitted with expensive pumps and valves, can’t always 

meet modern water demands. In response, MIT scientist 

Skylar Tibbits is partnering with Boston’s Geosyntec to 

create adaptive water systems. Pipes expand or contract as  

necessary to match demand — and can even undulate to 

move water. These systems are completely programmable 

and adaptable, and require no pumps or valves. 

As for 5D printing, the debate rages over what the fifth 

dimension could be. Is it knowledge? Intelligence? If 

the latter, combining dimensional printing with artificial 

intelligence and the IoT conjures “printed” robot armies and 

other science fiction conceits. Stay tuned for the science as 

the fiction bit slowly dissipates. 

Science is less than 20 years away from 
a fully functioning 3D printed heart.

NATIONAL INSTITUTES OF HEALTH
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PRINTED  J ET NOZ Z LES

Jet fuel nozzles must withstand high pressure  

and heat that measure in the thousands on the 

Fahrenheit scale. GE used to produce jet nozzles 

by purchasing 20 disparate parts from independent 

suppliers. Manufacturing teams would braze and 

weld the parts together to form the nozzle. 

It was a time-consuming, expensive process, but  

those days are gone. GE now uses 3D printing to  

create a one-part nozzle that is 25 percent lighter  

than its predecessor.
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We are fast approaching a world in which the number of 
smart devices connected to the Internet will dwarf the number 
of people. Still in its infancy, the Internet of Things (IoT)  
already enables a wide range of useful services, from  
monitoring patient health at home, to alerting city  
officials where snowplows are needed during a storm, to 
helping ports track shipping containers more efficiently.

Going forward, manufacturing will increasingly be enabled 
by 3D printing, advanced analytics and the IoT. Manufacturers 
will create customized products made in local hubs using  
designer materials whose properties allow for super 
strength, flexibility, heat resistance and much more.

Digital Planet

05
N O W  
T O  
N E X T 

Read how the Internet of Things is changing the way citizens interact with  
their cities in section three of our Citizen.nxt report, “Citizen Disruptors.”
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Next: Here are a few questions for enterprise leaders to answer.

Do you have a plan in place to leverage the Internet of Things  
in your business?

What opportunities do you see to leverage 3D printing,  
advanced analytics and the IoT in your supply chain and  
customer-facing activities?

How will your enterprise compete in a world where  
everything computes? 
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This new computing revolution contains three key insights 

for enterprise leaders:

1.  Focus is everything. Future computing platforms 

will handle data sets and analytics that we can barely 

imagine today. As the rate of business and technological 

change accelerates, companies will need to trim  

peripheral activities ruthlessly in order to focus on the  

partnerships, alliances and acquisitions that create real value. 

2.   It’s all about the ecosystem. As industries transform, 

production will increasingly be distributed across broad 

ecosystems of specialized digital players. Now would 

be a good time to optimize your manufacturing and 

supply chain for customized production in real time. If 

you’re in a services industry, invest in deepening your 

core IP and developing a flexible ecosystem to provide 

contextual services around your core.

3.  Human intelligence matters more than ever. As  

machines do the work of today’s data scientists, humans 

will be prized for their innate ability to create value by 

synthesizing insights across disciplines. Companies  

will need to hire not just STEM graduates, but also 

humanists steeped in design thinking and the liberal arts.

How will these technological and business trends impact 

our lives in coming years? Imagine fleets of autonomous 

vehicles in constant communication with each other, 

organizing traffic flows so that jams don’t happen. Imagine 

an airplane that can record every detail of a flight — from 

the weather to the featured movie. Then connect that plane 

with every other airplane on the planet and allow them all 

to share data securely. Now they can work together to  

avoid rough weather, minimize delays and conserve fuel. 

Imagine if doctors could diagnose and treat complex  

maladies by instantly tapping the collective medical 

knowledge of humanity, rather than relying on their own 

limited expertise. Imagine an Internet of your things, one 

that doesn’t force you to trade privacy for convenience. 

The most successful enterprises will push the limits of 

whatever tech paradigms play out most effectively —  

pushing us further and further into our technological future.

Meet you there. 

Navigating next
The emerging digital technologies described in this chapter will shape 
our world, our enterprises and our lives in profound and unforeseen 
ways. We have at our fingertips the capability to understand and  
invent in ways no one before us could have imagined. 
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